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About
In these days of widespread Internet usage, security is of prime importance. The almost 
universal use of mobile and Web applications makes systems vulnerable to cyber attacks. 
Vulnerability assessment can help identify the loopholes in a system while penetration testing 
is a proof-of-concept approach to actually explore and exploit a vulnerability.
Cyber attacks are increasing every day with the increased use of mobile and Web 
applications. Globally, statistics show that more than 70 per cent of the applications either 
have vulnerabilities which could potentially be exploited by a hacker, or worse, they have 
already been exploited. Vulnerability assessment falls under cyber security testing, which is 
also known as VAPT service and it is the technique of identifying (discovery) and measuring 
security vulnerabilities (scanning) in a given environment. Vulnerability assessor searches 
and analyzes any possible errors in systems or applications so businesses can make 
improvements to their security systems. Penetration testing, also called pen testing or ethical 
hacking, is the practice of testing a computer system, network or web application to find 
security vulnerabilities that an attacker could exploit.

The objective of this course is on fixing VA scans on internet facing servers. Participants will be 
given hands-on practical skills on network protocols, software vulnerabilities, and basic 
penetration testing knowledge to protect computer and network resources.
·         To test applications that are often the avenues of attack (Applications are built by people 
who can make mistakes despite best practices in software development)
·         To discover new bugs in existing software (patches and updates can fix existing 
vulnerabilities, but they can also introduce new vulnerabilities).
·         to determine the weakness in the infrastructure (hardware), application (software) and 
people in order to develop controls

Course Objective 

Trainee will learn
·         Will learn Achieve competency in interpreting VA reports, fixing reported 
vulnerabilities and verifying fixes
·         Will learn Fix common weakness such as SSL/TLS ciphers configuration and web 
applications vulnerabilities
·         Will learn Procure and install SSL certificates
·         Will learn Understand how vulnerabilities can be exploited



1. Course Code                         : MPCED 104
2. Course Name                       : “Certified Vulnerability Assessor & Penetration Tester”
3. Duration of Course          : 180 hours (3 Months) #Duration of Each class is 2 hours
4. Minimum Eligibility        : Graduate, PG (Pursuing & Pass out)/Professionals
5. Course fee                             : 10150/- (including Registration fee & Exam Fee) + 18% (GST)
6. Course Contents               : 
 
1.       Introduction
2.      Vulnerability Assessment
3.      Penetration Testing
4.      Vulnerability Assessment and Penetration Testing
5.      Cyber Etiquettes
6.      Cyber Crime
7.      Cyber Security
8.      Cyber Laws
9.       Practical – Hands on practice on tools

Course Details

REMARK – FOR DETAILED COURSE CONTENT VISIT OUR NEAREST STUDY 

CENTER.

Job Oppourtinies
There are various jobs in VAPT Domains like 
·         IT Auditor.
·         Ethical Hacker.
·         Penetration Tester.
·         Site Administrator.
·         Security Administrator.
·         IT Security Consultant.
·         VAPT Specialist
·         Homeland Security Specialist.


